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Professional Summary
DevOps/Platform Engineer working across production Kubernetes, GitLab CI/CD, GitOps delivery and
on-premises VMware vSphere. CNCF Golden Kubestronaut, AWS Certified Solutions Architect - Professional,
and HashiCorp Certified Terraform Authoring and Operations Professional. Experience spans CI/CD pipeline
reliability and security, Terraform/Terragrunt infrastructure as code on AWS, Prometheus, Grafana, ELK and
Loki monitoring. Works with development teams in Agile/Scrum delivery.

Technical Skills
CI/CD & GitOps: GitLab CI/CD, Jenkins, GitHub Actions, ArgoCD, Flux, Helm, Kustomize, GitOps
Containers & Orchestration: Kubernetes (K8s), RKE2, Talos, Docker, Harbor, Longhorn, Istio, Cilium, Gateway
API, Backstage, Crossplane
Cloud, Virtualization & IaC: AWS, GCP, Azure, VMware vSphere, VMware Cloud Director (VCD), Terraform,
Terragrunt, OpenTofu, Ansible
Monitoring & Logging: Prometheus, Grafana, ELK Stack (Elasticsearch, Logstash, Kibana), EFK (Fluentd), Loki,
Tempo, Mimir, Pyroscope, OpenTelemetry
Networking & Security: TCP/IP, DNS, NAT, firewall configuration, load balancing, TLS and cert-manager,
Kubernetes NetworkPolicy, HashiCorp Vault, HashiCorp Consul, SOPS, Kyverno, OPA, Trivy, Falco, SonarQube
Languages & Automation: Python, Bash, Go, PowerShell, JavaScript, Airflow, Airbyte, Trino
Ways of Working: Git, Agile, Scrum, Jira, Confluence

Experience
DevOps Engineer, AzInTelecom LLC Jul 2025 - Present
• Delivered platform changes through GitLab CI/CD, standardizing secret handling with SOPS and HashiCorp

Vault Transit Engine so distributed teams share credentials through Git without plaintext.

• Built a self-service Internal Developer Platform with Backstage and Crossplane, cutting infrastructure
provisioning time by 80% and replacing ticket-based requests with self-service templates.

• Worked with development teams in Agile/Scrum sprints using Jira and Confluence, running platform
onboarding and turning recurring infrastructure requests into reusable templates.

• Migrated 50+ microservices from Ingress NGINX to Gateway API/kGateway with zero downtime,
consolidating routing under a single declarative control plane.

• Automated disaster recovery migration across Availability Zones, achieving a recovery time objective (RTO)
under 10 minutes with zero downtime for critical production services.

• Reduced AWS spend by 20% with OpenCost, budget controls and FinOps reporting written for non-technical
budget owners, and right-sized workloads using Robusta and KRR to cut requested CPU by 69% and memory
by 18%.

• Designed a declarative data platform on Airflow, Airbyte, Trino and Terragrunt, delivered through GitLab
CI/CD, accelerating pipeline deployments by 60%.

• Ran root cause analysis on a control-plane outage in which the kernel OOM-killed kube-apiserver on three
nodes at once, tracing it through kernel logs, OOM records and iostat to disk I/O saturation from stateful
workloads co-located on the control plane (Longhorn, Vault) degrading etcd.
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DevOps Engineer (Contract), TABIA Group Apr 2025 - Aug 2025
• Operated production Kubernetes with Prometheus and Grafana through Kube-Prometheus-Stack, alongside

Cert-Manager and NGINX Fabric API Gateway, handling first-line diagnostics on service incidents.

• Deployed a high-availability HashiCorp Consul cluster for dynamic service discovery across 30+
microservices.

• Built CI/CD workflows around golden container images, reducing pipeline execution time by 50%.

DevOps Engineer (Part-time), Cerberus LLC Jan 2025 - Jul 2025
• Automated VMware vSphere environment provisioning, cutting developer setup time from 5 hours to 3 hours.

• Established GitOps deployments with Helm and Argo CD, keeping staging and production releases consistent.

• Integrated SonarQube into CI/CD pipelines, reducing critical code quality and security issues by 30%.

Backend Developer (Part-time), ROCB Europe Jun 2024 - Aug 2024
• Built 10+ REST APIs in a JavaScript application stack, giving direct context for supporting application teams

on builds and deployments.

• Developed an AI-powered chatbot with LangChain and Google Cloud APIs, automating 25% of inbound
support queries.

Cyber Security Engineer (Intern), Cybernetics LLC Jun 2024 - Jul 2024
• Identified and reported 15+ critical vulnerabilities through network and host penetration testing on

Windows and Linux, covering firewall rules, exposed services and TCP/IP misconfiguration.

• Ran continuous vulnerability assessments with Nessus and OpenVAS, reducing high-risk findings by 50%.

Projects
Securing AI-Augmented DevOps - IEEE CAI submission
• Co-authored an IEEE CAI submission on securing LLM-generated infrastructure code, building a real-time

validation layer with OPA and Kyverno policy-as-code guardrails to catch misconfigurations before they reach
a cluster.

Enterprise Blockchain Orchestration and Consensus Mechanisms
• Automated Hyperledger Fabric deployments on Kubernetes with OpenTofu and the Hyperledger Bevel

Operator, and simulated the 3f+1 consensus rule comparing SmartBFT against Raft CFT under different
failure models.

Certifications
CNCF / Linux Foundation: Golden Kubestronaut; CKA; CKAD; CKS; KCNA; KCSA; LFCS
AWS: Certified Solutions Architect - Professional; Certified Solutions Architect - Associate, Certified AI
Practitioner; Certified Cloud Practitioner
HashiCorp: Certified Terraform Authoring and Operations Advanced (formerly Professional)
Red Hat: Certified System Administrator (RHCSA)

Education

BS in Information Security, Baku Higher Oil School | Sep 2022 - Jun 2027 (Expected)
Final year; Presidential Scholarship Recipient; GPA 3.8/4.0
DevOps Engineer Program, IDTech Academy | Oct 2024 - Feb 2025
High Honor Certificate
Backend-Focused Full Stack Web Development, Code Academy | Dec 2023 - Jul 2024
Honors Diploma
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